
Privacy Aspects of the NEEDS project.

Walter M. Tveter
Center for Information Technology

University of Oslo
August 2001



Privacy Aspects of the NEEDS project

2

��� �����	
�����

���������	��
�������
�����	��
�����������������
����������������
�����
����
�����	���
����
	�������
���������
���
������� ������� �	���	��
�	!���	�����"

#��	���������
�
!��������
�������������
���
$��%�����������&��
���������
	!����������������
�����
�����������!�'���
����������%����������%!�
��
��
�
�����
������	�����
�	!���
��	�
!"��(����	�
������
����������������
�������)��	�&��
���
��������	
��
�
������!*��
��������'�������� �
��
��
����� ���  �	��
����������������������� ������	�
�	����	�
���������
��	�����
	!"

+���
�� �
���
�	������%�
��
�����	��
�����������
�����  �	��
���
������������	������ �����������	"
+�
�����
��%�����	��� ����
��
�
��� �������!������
�	�	�
�
���������
�
�����  �	��
����	�������	
����

�����	��������
	�����%�
�
����,-���	
"��.�����!�������  �	��
���
�	�	�
�
������ �
�	�����
��  �	��
�����
	����
��� �	�
�!��	�����
���
�������	�����	� ����%!�
����,����	
"

����%������ �
������������������
��������	������%��
�����	��
������������"��)�����
����������!
��!�����
��� 	�����	/�� �
�����  �	��
���
�������������
����������������
��!������
���	!�
��
�����
 	����
��
���	������	���	����
������
��� �	��
�����������
�����	��
���������
������
�����������
����
 	���
�����	��������
��"

������  �	��
���
�������������
������	����������������
�� �
���	�����"��0�����
�������	�������	!
�������
����
�

��������	��
������������� �	����!�����	 ������!�%�����
������"



Privacy Aspects of the NEEDS project

3


�����������
�����������������
������

��  �	��
�	�����
������
������
���� ����	��
����	����!�� �����������������%���������	����
������


��	
!�!��	�"��(��1�21��������������� ���	�����������3������
���� �	�
���4	�
��
����� 
(�������������
��	���	��
��+�
���
���4	���������� �4�	��������
�5"
�����,���	��
�����������
���������������
	����	�������	����
������	�����
����� �
����	�����������

���������
���"
��	���	�����%��������
�	����������������� �����
������	�����
�	!���
��	�
!�
��
�������������
��	�����������%� �	�����"��������	������������������ �	���������	���/������	����
�	"�������
�!�
����������
�����
��	�
����
���������
�� �
���	�
�����������	�!�
���	�������������
����"������
�������
��
������
������������
����������	��������-�����
������ �	��
������	�����	����"������

�������	�!�����%!����!��������	���
��%�����
��"�����	� �	��
��������������%�����������!�
��
���	�������������
�����!��%�
���	��!��� �	���
�����
��	�
����6�������
����	����������������� 
����	�������������
���	��������	����������
������
��������
������!7"��+��������� �	���
����� 
�	������������
�
����
��
������ �	����
�	�"������	�����
�	!���
��	�
���� �������� �����-��������
	��
����������
���"

������	��
����6��������7�����%�����	�
���*��� �	��
��������� �	�����
���"��)����������
���������
����� �	
��	����
	!����
����
����
����������� ���	�������� �	��
�������������	���
��� ��������
�
	�����
�����	����	!�6����
���
�7����"��+��
��	�����
���������
��
�
���������� �
�����������������

��
��
���� ��
������	�������
���������� �����������
�	�������
�

�
��
����	!�������
���	
�	� �������������
������		������
"��8�����
��
�%�������
������������
�� �����

��
���������

�������%���
���%����%!������ 
������� �
����������������	�����%�
���
����� �����������
�����%����
	�����
� �	��
"

����)�����������	����
�	����������	���	
�
��
��	�
�*�*�����	
���������
��� �
�����	��
���"��(

�	������������������� ���������"�������,�����������������	���������	���	
����.�
�%�	���%��


����
�
��� �
�����	��
���"



Privacy Aspects of the NEEDS project

4

������������	��
�����������������

������	��
�����������
�������������
������������
���
���������
�� �
�	����� ��������
���%���������� 

������9

��������	
���
���
Article 2
Definitions
For the purposes of this Directive:
(a) ‘personal data’ shall mean any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable person is one who can be identified,
directly or indirectly, in particular by reference to an identification number or to one or
more factors specific to his physical, physiological, mental, economic, cultural or social
identity;
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(b) ‘processing of personal data’ (‘processing’) shall mean any operation or set of
operations which is performed upon personal data, whether or not by automatic means,
such as collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure or destruction;
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(c) ‘personal data filing system’ (‘filing system’) shall mean any structured set of personal
data which are accessible according to specific criteria, whether centralized,
decentralized or dispersed on a functional or geographical basis;
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(d) ‘controller’ shall mean the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of the
processing of personal data; where the purposes and means of processing are
determined by national or Community laws or regulations, the controller or the specific
criteria for his nomination may be designated by national or Community law;
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(e) ‘processor’ shall mean a natural or legal person, public authority, agency or any other body which
processes personal data on behalf of the controller;

��������� "��"�%��,�(�����	�����������	��������
�����%���� �� �
���,����	��
!�� �.���"

(��
���)�����������
����������������34�	��������
�������
��
5�6)��"�<7����������	/�6)��"�<"�7��
$�
���������34	������	5�������	��!��
$������������������34	������	5�6)��"�=7"��:��������������
�����
��!��� ���
����� �
����
�	�"

���������������
(f) ‘third party’ shall mean any natural or legal person, public authority, agency or any
other body other than the data subject, the controller, the processor and the persons
who, under the direct authority of the controller or the processor, are authorized to
process the data;
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(g) ‘recipient’ shall mean a natural or legal person, public authority, agency or any other
body to whom data are disclosed, whether a third party or not; however, authorities
which may receive data in the framework of a particular inquiry shall not be regarded as
recipients;
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(h) ‘the data subject’s consent’ shall mean any freely given specific and informed
indication of his wishes by which the data subject signifies his agreement to personal data relating to him
being processed.
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(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract; or
(c) processing is necessary for compliance with a legal obligation to which the controller
is subject; or
(d) processing is necessary in order to protect the vital interests of the data subject; or
(e) processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller or in a third party to whom
the data are disclosed; or
(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by the third party or parties to whom the data are disclosed, except where
such interests are overridden by the interests for fundamental rights and freedoms of the
data subject which require protection under Article 1 (1).
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“must implement appropriate technical and organizational measures to protect personal data against
accidental or unlawful  destruction or accidental loss, alteration, unauthorized disclosure or access, in
particular where the processing involves the transmission of data over a network, and against all other
unlawful forms of processing.“
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(b) the transfer is necessary for the performance of a contract between the data subject and the controller
or the implementation of precontractual measures taken in response to the data subject’s request;  or
(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of
the data subject between the controller and a third party; or
(d) the transfer is necessary or legally required on important public interest grounds, or for the establish-
ment, exercise or defence of legal claims; or
(e) the transfer is necessary in order to protect the vital interests of the data subject; or
(f) the transfer is made from a register which according to laws or regulations is intended to provide
information to the public and which is open to consultation either by the public in general or by any person
who can demonstrate legitimate interest, to the extent that the conditions laid down in law for consultation
are fulfilled in the particular case.
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 “Countries which have implemented Directive 95/46/EC on the protection of individuals with regard to the
processing of personal data and on the free movement of such data meet the requirement as regards an
adequate level of protection.”10
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i:
Agreement concerning the access to and usage of personal data about emplyees and students of the University of
Oslo in electronic directory services.

This agreement exists between the University of Oslo (UiO) and Uninett (UN).

1.0 Scope
1.1 This agreement regulates the access to and usage of information about emplyees and students of the Univer-
sity of Oslo in electronic directory services, between the above parts.

1.2 This agreement covers all usage of such information, at all times.

1.3 This agreement exists between UiO as a controller and UN as a processor in the sense these terms are given
in the Personal Data Act.

2.0 Dutys of The University of Oslo
2.1 UiO shall provide UN access to the data through a secure connection.  UiO shall ensure that the data supplied
is as correct as is possible, using reasonable resources.

2.2 UiO shall provide information that is updated every working day.  The information source to which UN has
access shall be updated as frequently as UiO’s directory is.

3.0 Dutys of Uninett
3.1 UN collects data through a secure connection provided by UiO.  The information shall be collected, and
UN’s data updated at least once every working day.

3.2 UN shal provide the directory service to end users without prejudice, without charge and at all times of day.

3.3 UN shall send a report log to UiO stating when it’s index server has collected and updated its information
concerning UiO every three months.

4.0 Liability and damages
4.1 Any liability for providing access to information shall be minimized by the clear informing of any and all
end users, that neither UN or UiO will guarantee, or be held responsible for the accuracy or correctness of the data.

4.2 Any and all liability for the providing of uncorrect information where this information is available updated
and corrected from UiO, will be on the part of UN.

5.0 Forwarding data.
5.1 UN can forward, exchange or mirror information from UiO only to national research networks that shall use
the information sollely for purposes relating to the NEEDS project.
5.2 To perform such an action, UN shall provide that it through contractual means has acquired the right to
retract allready given information, should the grounds for giving it (powers derived from UiO) vanish.
5.3 Whenever UN wishes to forward, exchange or mirror its information, notice shall be given to UiO at lest 14
days in advance.
5.4 Given such notice as described in 5.2, UiO can, for any reason,  deny UN the ability to do this.
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5.5 If UN has forwarded, exchanged or mirrored information, UiO can at any time, for any given reason, de-
mand this to be stopped, and for UN to  retract any given information.

6.0 Security issues
6.1 All handeling, publishing and processing of information must be done in accordance with the provisions in
apendix a.

7.0 Alterations of the agreement
7.1 Alterations in this agreement shall be made with regard to other agreements between UN and other control-
lers concerning the NEEDS project.

8.0 The duration of the agreement, termination of the agreement.
8.1 This agreemenet can at any time be terminated by any of the two parties, with three months written notice.

Appendix A:  Risk and Security evaluation concerning the NEEDS project.

ii:
Agreement concerning the access to and usage of electronic directory service data.

This agreement exists between Anet (AN) and Bnet (BN).

1.0 Scope
1.1 This agreement regulates the access to and usage of electronic directory service data between the above
parts.

1.2 This agreement covers all usage of such information, at all times.

1.3 This agreement exists between AN and BN within the limits of their ability to exchange such data, as granted
them by agreement with the owners of that data.

1.4 This agreement exists between AN and BN as equal parts, where both AN and BN fill the roles as both
supplyer and recipient of data at the same time.  The rights and duties of a part by filling one of these roles shall not
influence the rights and duties of that part relating to its other role.

2.0 Dutys of the supplyer of data
2.1 The supplyer shall provide the recipient access to their data through a secure connection.

2.2 The supplyer shall provide information that is updated once every working day from the original source.

3.0 Dutys of the recipient of data
3.1 The recipient collects data through a secure connection provided by the supplyer.  The information shall be
collected, and the recipients data updated at least once every working day.

3.2 The recipient shal provide the directory service to end users without prejudice, without charge and at all
times of day.

3.3 The recipient shall, every three months, send a report log to the supplyer stating when it’s index server has
collected and updated its information from the supplyer.

4.0 Liability and damages
4.1 Any liability for providing access to information shall be minimized by the clear informing of any and all
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end users, no part in this agreement, or their sources of data will guarantee or be held responsible for the accuracy or
correctness of the data.

5.0 Forwarding information
5.1 The supplyer can forward, exchange or mirror information from its sources only to a recipient that shall use
the information sollely for purposes relating to the NEEDS project.
5.2 To perform such an action, The supplyer must have been given the power to do this, in an agreement with the
owner of the data.  If, at any time this power is retracted, any and all data that has been given based on this shall be
returned or deleted.
5.3 The data given through this agreement shall not be forwarded, copied or mirrored to any other entity or
organization.

6.0 Security issues
6.1 All handeling, publishing and processing of information must be done in accordance with the provisions in
apendix a.

7.0 Alterations of the agreement
7.1 Alterations in this agreement shall be made with regard to other agreements concerning the NEEDS project.

8.0 The duration of the agreement, termination of the agreement.
8.1 This agreemenet can at any time be terminated by any of the two parties, with three months written notice.

Appendix A:  Risk and Security evaluation concerning the NEEDS project.
(Not yet present)
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http://europa.eu.int/eur-lex/en/lif/dat/1995/en_395L0046.html
http://www.datatilsynet.no/lov/loven/poleng.html
http://www.datainspektionen.se/in_english/legislation/data.shtml
http://www.datatilsynet.dk/include/show.article.asp?art_id=443&sub_url=/lovgivning/indhold.asp&nodate=1
http://www.personuvernd.is/tolvunefnd.nsf/pages/1E685B166D04084D00256922004744AE
http://www.tietosuoja.fi/uploads/hopxtvf.HTM
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